ITamsiTka 110 0€30I1aCHOCTH B HHTCPHCTC

C KaxIpIM roJIOM MOJOJEXKHU B UHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIKOJBHUKHU OJHH U3
CaMbIX aKTUBHBIX ITOJIb30Baresiel PyHera. Mexay tem, IOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECET WU MpoOJeMbl. JTa maMmsATKa JOJDKHA MOMOYb Tehe
0€3011acCHO HaXOIUThCS B CETH.

o Online urpst

o ludposas penyrarus
o ABTOpCKOE IIpaBo

o CornuanbHble CETH

o KubepOymmuur

o DIJEKTpPOHHAs MMOYTa

« Bupycs

o Cetu WI-FI

o  DUIMHT

o DIIEKTPOHHBIC ICHBIU
o  MoOwibHbIN TeneoH
o O noprane

Online urpsl

COBpEMEHHBIE OHJIAMH-UTPBI — 3TO KPACOYHBIC, 3aXBATHIBAIOIIUE DPa3BIICUCHMUS,
00BEIUHSIONINE COTHU ThICSIY YEJIOBEK MO BceMy Mupy. Urpoku uccienyror JaHHBIA UM
MHUp, OOIIAIOTCS APYr C JPYroM, BBINOJHSIOT 33JaHUsA, CPAKaIOTCSI C MOHCTPAMH U
MOJIyYarOT ONBIT. 3@ YAOBOJLCTBUE OHU IUIATAT: MOKYIAIOT AUCK, OTUIAYMBAIOT AOOHEMEHT
WJIM IPUOOPETAIOT KAKHE-TO OIILIMH.

Bce atm cpenctBa mayT Ha NOAJAEp)KAHME W Pa3BUTHE WIPHI, a TAKKE Ha caMy
0€30MacHOCTh: COBEPUIEHCTBYIOTCS CHUCTEMbl aBTOPHU3ALMU, BBIMYCKAIOTCA HOBbIE MaT4d
(g poBble 3amaaTKU AJI1 TPOrpaMMm), 3aKpbIBAIOTCS YSA3BUMOCTH cepBepoB. B mogo0HbIX
UIpax CTOUT OINACATHCS HE CTOJBKO CBOMX CONEPHHUKOB, CKOJBKO KpPa)XU TBOETO IMapoJid,
Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3ALIMU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH TBOETO HUI'POBOI'O AKKAYHTA.

1. Ecu npyro#t urpok BeseT cedsi miIoXo Wi CO31aeT Te0e HENPUATHOCTH, 3a0JI0KUpYH
€ro B CIIMCKE UTPOKOB;

2. Ioxanylicsa aiMUHACTPATOPAM UTPhI HA MJIOX0E MOBEAECHUE ITOT'0 UTPOKA, JKEIATEIbHO
MPUIOKUTH KaKUE-TO JOKA3aTeNbCTBA B BU/IE CKPUHOB;

3. He yxa3biBail 1nuHyo nHGOpMAaIIO B Ipodaiiie Uurpsl;

4. YBaxail Ipyrux y4aCcTHUKOB 10 UTPE;

5. He ycTanaBnuBail HeopHUIHaTIbHbIE TATYH U MOJIBI;

6. Mcnonb3yil ClI0KHBIE U Pa3HbIE NapOJIH;

7. 1axxe BO BpeMsi UTPbI HE CTOUT OTKJIIOYaTh aHTUBUpYC. [Ioka Tl urpaems, TBOU



KOMIIBIOTEP MOTYT 3apPa3uTh.

Hudposas penyramus

[MudpoBas penyrammsi - 3T0O HETaTUBHAS WM TO3WTUBHAS WH(POpPMAIUS B CETH O
tebe. Kommpomerupyromas nHpopmanus pa3MenieHHas B MHTEPHETE MOXET CepbE3HBIM
o0pa3oM OTpa3uTbcs Ha TBOeW peanbHOM ku3HU. «lludpoBas pemyramus» - 3TO TBOU
UMUK, KOTOpbIM ¢opmupyeTcss u3 uHbopMmanuu o Tebe B MHTEpHETe. TBOE MecTo
KUTEJIbCTBA, Y4eObl, TBOC (PMHAHCOBOE IMOJIOKEHNE, OCOOEHHOCTH XapaKTepa U paccKasbl
0 OMM3KUX — BCE 3TO HAKATUIUBAETCS B CETH.

NuTepuere, He mMOHMMAas BO3MOXHBIX MOCHEACTBUH. Thl Jake HE CMOXKEIb
J0Ta1aThCsi 0 TOM, 4TO (hoTorpadusi, pa3MeilieHHas: S JeT Ha3ajl, cTajla NPUYUHONW OTKa3a
MIPUHATH T€Os HA PaboTYy.

KomMmenTapuu, pasmeinieHue TBoux (ortorpaduii u apyrue AeWCTBUS MOTYT He
HCYE3HYTh AAXXE IOCJIE TOro, Kak Thl MX YJAIMIIb. Thl HE 3HA€llb, KTO COXpPAaHWI 3Ty
uH(pOpMalKIO, TI0MaNa JIM OHA B TIOUCKOBBIE CUCTEMBI U COXPAHWIJIACh JIU OHA, a TJIABHOE:
4TO MOAYMAlT O TeOe OKpYXKarollee JIIOJAU, KOTOpble HAWAyT U YBUIAT 3To. HaiiTu
MH(}OpPMAIMIO MHOTO JIET CITYCTSI CMOXET JII000M — Kak U3 A0OpPBIX MOOYKIEHUH, TaK U C
HaMEpEeHUEM NPUYUHUTH BPE. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI IO 3AIIUTE HUMDPOBOU PENTYTALINH:

1. [Togymaii, mpex e yeM 4To-TO MyOJIMKOBATh U TIepeiaBaTh y ce0s B 0Jiore Wiv B
COILIMAJILHOM CETH;

2. B nHacTpoiikax nmpouiist yCTaHOBU OTpaHUYEHHS Ha IIPOCMOTP TBOETO MPOQUIIS U €ro
COAEPKUMOTO, CAETAN €r0 TOIBKO «JIJIsl IPY3€i»;

3. He pa3Meinaii u He yka3biBail ”HGOPMAIIKIO, KOTOPasi MOKET KOTO-TH0O0 OCKOPOJISAThH
WU OOVOKATh.

ABTOPCKOE TIPABO

CoBpeMEHHbIE NIKOJIbHUKA— aKTHUBHBIC TOJB30BaTENH IU(GPOBOTO MPOCTPAHCTBA.
OpHako ajaexo He BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTHMH BO3MOXKHOCTSIMH ITU(GPOBOTO
Mupa TpeOyeT coOIIt0IeHus IPaB Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIIIEKTYaIbHasl COOCTBEHHOCTRY» OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 YMa, HauyWHas C HOBBIX H300pPETEHUH W 3HAKOB, O0003HAYAIOIIMX
COOCTBEHHOCTh Ha MPOMYKTHI W YCIyrd , W 3aKaH4YMBasi KHUTamH, GoTorpadusMu,
KHHO(DMIBMaMH ¥ MY3bIKQJIbHBIMU TTPOU3BEICHUSMH.

ABTOpcKME TIpaBa — OTO IpaBa HAa MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEJCHUS HAYKH, JIMTEPaTypbl M MCKYCCTBAa. ABTOPCKHME IpaBa BBICTYNAIOT B



KauecTBE TapaHTUHU TOTO, YTO HHTEIUICKTYaJIbHBIN/TBOPUECKHM TpyJ aBTOpa HE OyaeT
HaIpacHbIM, JIaCT €My CIIPaBEIJIUBbIE BO3MOXKHOCTH 3apaloTaTh Ha pe3yjbTaTax CBOETO
TpyJla, MOJYyYUTh U3BECTHOCTh M INpu3HaHue. Hukto 0e3 pasperieHus aBTopa HE MOXKET
BOCIIPOM3BOJIUTh €r0 MPOU3BEIACHUE, PACIPOCTPAHSITH, MYOIMYHO JEMOHCTPUPOBATD,
npojaBaTth, HWMIIOPTHPOBaTh, MycKaThb B  MPOKAaT, IMyOJMYHO  MCHOJHSAT,
MOKa3bIBAaTh/UCTIONHATH B 3(pupe miu pazmemats B UuTepHere.

Hcnonb30BaHue «MUPATCKOT0» MPOrPaMMHOIO OOECIEUEHUS] MOKET MPUBECTU K
MHOTMM pPHUCKaM: OT MOTEpH JAHHBIX K TBOMM aKKayHTaMm J0 OJOKHUPOBKUA TBOETO
YCTPOMCTBA, TJI¢ YCTAHOBJICHHBIA HE JeTaabHas mporpamMma. He cTouT Takke 3a0bIBaTh,
YTO CYILIECTBYET JIeTajdbHbIC U OECIIaTHBIE MPOrpaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

ConunajibHbIE CETH

CouuasibHble CETH aKTUBHO BXOAST B HAIy >KW3Hb, MHOTHE JIIOAU pabOTalOT U
KUBYT TaM TOCTOsIHHO, a B Facebook yxke 3apeructpupoBaH MWUIMAP]T YEJIOBEK, UTO
ABJISIETCA OJHOM CEIbMOW BCEX KUTEJEH MIIaHEeThl. MHOTHE MOJb30BaTENN HE IIOHUMAIOT,
yTO0 HMH(OpMaIs, pa3MelleHHas WMHU B COLMAJIBHBIX CETAX, MOXKET OBITh HaiijieHa U
HCII0JIb30BaHA KEM YTOJIHO, B TOM YHUCJI€ HE 00513aTEIbHO C OJariMu HAMEPEHUSAMH.

OcHoOBHbBIE COBETHI 110 0€30MACHOCTH B COIMAJIbHBIX CETAX:

1. Orpannub crnucok napy3ed. Y TeOs B Jpy3bsiX HE JOJDKHO OBITh CIy4ailHBIX U
HE3HAKOMBIX JIIOJIEH;
2. 3amumiaii cBOIO YacTHYIO >ku3Hb. He ykaswiBaii mapomu, TenedoHbl, aapeca, naTy
TBOETO POXACHUS U JAPYTYIO JHUYHYIO HWH(OpMaIuoo. 3T0YMBIIUICHHUKA MOTYT
MCIIOJIH30BaTh Jlake MH(GOPMAITUIO O TOM, KaK Thl M TBOM POJUTENH TIAHUPYETE MPOBECTU
KaHUKYJIbI;

3. 3amuiai CBOI PEemyTaIuio - JIEPKHU €€ B YUCTOTE U 3ajJaBail ce0e BOMPOC: XOTes Obl
ThI, 9YTOOBI APYTHE TOJB30BATEIIM BUACIIH, YTO ThI 3arpyxaemib? [logymaii, mpexae yem
YTO-TO OITyOJINKOBATH, HaIMCcaTh U 3arpy3uTh;
4. Eciu Thl TOBOPHUIIIH C JIFOJIbMHU, KOTOPBIX HE 3HAEIIb, HE UCIIOIb3YH CBOE peaIbHOE UMS
U APYTYI0 JUYHYIO WHGOPMAIMH: UM, MECTO JKUTEILCTBA, MECTO Y4eObl W Tpodee; S.
N36erait pasmenienust ¢potorpaduii B IHTepHere, rae Thl M300pakeH Ha MECTHOCTH, IO
KOTOPOM MO>KHO OTIPENICTTUTh TBOE MECTOIIOJIOKECHHUE;
6. IIpu peructparny B COMAIBLHON CETH HEOOXOIUMO HUCIOJIb30BaTh CJIOKHBIE MAPOJIH,
cocrosmue w3 OykB W 1udp W C KOJMYSCTBOM 3HAKOB HE MeHee &;
7. W36eraii pazmenienus ¢potorpaduii B IHTepHETE, T/1€ THI H300pakeH Ha MECTHOCTH, 110
KOTOpOH MOKHO ONPEEIIUTD TBOE MECTOIOJI0KEHUE.



KubGepOyIUTMHT WM BUPTYAJILHOE HU3JIEBATEIILCTBO

KubepOymummHr — mpeciieoBaHUuE COOOIICHUSIMU, COJAEPKAIIMMHU OCKOpPOJICHUS,
arpeccuio, 3alyrMBaHHe; XYJIMTaHCTBO; COIMAIbHOE OOMKOTUPOBAHHME C IOMOIIBIO
Pa3UYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBeTHI IO 00pBHOE ¢ KHOEPOYJIIIMHIOM:

1. He 6pocatics B 60ii. JIydmmii crioco0: mocoBeToBaThCs Kak ceOsi BECTH U, €CJIU HET
TOT0, K KOMY MOKHO OOpaTUThCS, TO BHaYaJle YCIIOKOUThCS. ECau Thl HAUHENb OTBEYATh
OCKOPOJIEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO €Ile OOJIbIIe Pa30XiKellb KOH(DIUKT;
2.YupaBisii cBoel KubeppenyTauuei;

3. AHOHUMHOCTB B ce€Tu MHUMAasA. CylIeCTBYIOT ClTIOCOOBI BBISICHUTB, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;

4. He ctouT BecTH XyJIUTaHCKUI 00pa3 BUPTyaIbHOW ®U3HU. UHTEpHET (PUKCUPYET BCE
TBOM JIEUCTBUS U COXPAHSAET UX. Y AAIUTh UX OyAET KpaliHe 3aTpyAHUTEIIBHO;

5. Coburoail cBOM BUPTYaIbHYIO Y€CTh CMOJIOY;

6. Urnopupyit enuHnuHbIi HeratuB. OJIHOPa30Bble OCKOPOUTENIbHBIE COOOLICHUS JTyUIIe
UrHOpupoBaTh. OOBIYHO arpeccus NpeKpaliaeTcs Ha HauajdbHOW CTaJNu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMHU, B COLIMATIBHBIX
CETSIX €CTh BO3MOYKHOCTb OJIOKHPOBKH OTIPABKU COOOILIEHUH C ONPEIEIEHHBIX aIpECOB;
8. Ecnu b1 cBUETENb KNOEPOYsUIMHTa. TBOM IEHCTBUS: BBICTYIIUTh IPOTHUB
IIpeciaeqoBaTeNs, OKa3aTh EMY, UTO €r0 JEUCTBHSI OLIEHUBAIOTCS HETAaTUBHO, MOAAEPKATh
KEPTBY, KOTOPOM HYKHA IICUXOJIOTMYECKasi TOMOILb, COOOIIMTH B3POCIIBIM O (pakTe
arpeCCUBHOIO MOBEACHUS B CETH.

DJIEeKTPOHHAS OYTAa

DJIEKTpOHHAs Mo4YTa — A3TO TEXHOJOTHUS U MPEIOCTABISEMBIE €K YCIYyTH 10
MEePEChUIKE UM TMOJYYEHHUIO JJIEKTPOHHBIX COOOIEHUI, KOTOpBIE paclpeesioTcs B
KOMIBIOTEPHOU ceTh. OOBIYHO 3JIEKTPOHHBIA TMOYTOBBIM SIIIUK BBITISIUT CICAYIOIIUM
oOpa3oMm: UMsl_TOJb30BATEIA(@UMS_JoMeHa. Takke KpoMme Mepefayd MPOCTOTO TEKCTa,
HMMEETCSl BO3MOXKHOCTh TIepeaaBaTh (paiibl.

OcHoBHBIE COBETHI 10 0€30MACHOI padoTe ¢ JJIEKTPOHHON MOYTOM:

1. Hayo BeIOpaTh MpaBUIIbHBIN MTOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN BBIOOD
OecCIIaTHBIX MMOYTOBBIX CEPBUCOB, OAHAKO JIYYILIEe JOBEPSITh TEM, KOTO 3HACUIb U KTO
IIEPBBIN B PEUTUHTE;

2. He yka3biBail B IMUHOM NouTe JMUHYIO HH(DOpManuto. Hanpumep, sydiie BeIOpaTh
«MY3bIKaJbHBIA _(aHaT@» nin «pok2013» BMecTo «temal3»;

3. Mcnounb3yil ABYX3TAMHYIO aBTOPU3AIMIO. DTO KOT'/1a IOMUMO MapoJisi Hy>KHO BBOJUTH
KOJI, TpUChLIaeMbIii mo SMS;

4. Ecnu ecTh BO3MOKHOCTh HAIMCATh CAMOMY CBOM JIMUHBIM BOIPOC, UCIIOIb3YH 3TY



BO3MOKHOCTB;

5. Mcnonb3yil HECKOJIBKO MOYTOBBIX SIIUKOB. [IepBhIi 1711 YaCTHOM NEPENUCKHU C
azpecaTaMiy, KOTOPBIM Thl IOBEPSECIIb. DTO 3JIEKTPOHHBIN aIpeC HE HAJ0 UCIOJIb30BAThH
IpU perucTpanuu Ha Gpopymax u canTax;

6. He oTkpsiBail ¢aiinibl U Apyrue BIOKEHUS B TUCbMaX Ja)Ke €CJIM OHU MPUIILIA OT TBOUX
npyseit. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3T (ailiibl;

7. I[locne okoHyaHust pabOTHI HAa TOYTOBOM CEPBUCE TIEPE]] 3aKPHITUEM BKJIAJIKU C CAaTOM
He 3a0y/1b HAKaTh Ha «BBIATHY;

8. BriOepu ciioxxHbIN Tapodib. J[J1s Kak10T0 TOYTOBOTO SIITMKA JOJIKEH OBITH CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb.

KoMIpOTEPHEBIE BUPYCHI

KoMmnbroTepHblii BHPYC — 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOrpam,
OTJIMYUTENBHOW OCOOEHHOCTBIO KOTOPOM SIBISIETCA CIIOCOOHOCTh K pa3MHOXEHuio. B
JOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT MOBPEIUTh WU MOJHOCTHIO YHUUYTOKUTDH BCE (haiiiIbl
W JaHHbIe, IOJAKOHTPOJBbHBIE IMOJH30BATEN0, OT HMMEHHM KOTOpPOro ObLla 3amyllieHa
3apak€HHas IMporpamMma, a TakKe IMOBPEAUTh WIH AK€ YHUYTOXKHUTH OMNEPALMOHHYIO
CUCTEMY €O BceMH (aillaMu B 1eIoM. B OOJBIIMHCTBE CllydaeB pacIpOCTPAHSIOTCS
BHUPYCHI YEPE3 UHTEPHET.

MCTOIH)I 3allIMTHI OT BPEAOHOCHBIX IMIPOrpaMmm:

1. Ucnionb3yil COBpeMEHHbIE ONIEPALIMOHHBIE CUCTEMbI, UMEIOIINE CEPHE3HBINA YPOBEHD
3aIUThI OT BPEJOHOCHBIX MPOTPaAMM;

2. IlocrositHHO ycTaHaBNIMBail nmauTu (IIMGPOBBIC 3aIJIaATKH, KOTOPbIE aBTOMATUYECKU
YCTaHABJIMBAIOTCH C IIEJIbIO IOPaOTKH MPOrpaMMbl) U Ipyrue OOHOBIICHUS CBOEH
orepanuoHHOM cuctembl. CkaunBail UX TOJIBKO ¢ ouiManbHoro caira pazpadorunka OC.
Ecnu cymiecTByeT pexxuM aBTOMaTHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. PaboTait Ha cBoeM KOMIIBIOTEpE 1101 TTpaBaMU IOJIb30BATENs, & HE aIMUHUCTPATOPA.
DTO HE MO3BOJIUT OOJILIIMHCTBY BPEAOHOCHBIX TPOrpaMM MHCTAITIUPOBATHCS HA TBOEM
MEPCOHAILHOM KOMITBIOTEPE;

4. Vicnionb3yit aHTUBUPYCHBIEC MMPOTPAMMHBIE TTPOTYKTHI U3BECTHBIX MTPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (pu3HUeCcKuil JOCTYI K KOMIBIOTEPY AJISI TOCTOPOHHUX JIMII;

6. Ucnonb3yil BHENTHUE HOCUTENU UH(OPMAIINK, TAKUE KaK (uiellika, TMCK Win (aii u3
WHTEPHETA, TOJIbKO U3 MPO(PEPEHHBIX HCTOYHUKOB,;

7. He oTKpbIBaii KOMIIBIOTEPHBIE (haiiibl, TOJYYCHHBIC U3 HEHAIEKHBIX NCTOYHUKOB.
JHaxxe Te (aitsibl, KOTOpBIE MIPUCITAT TBOK 3HAKOMBIN. JIydIlie yTOUHH y HETO, OTIIPABIISIIT
JIM OH Te0e uX.



Cetu WI-FI

Wi-Fi - 310 He BUJI epeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEeHI, MapKa.
Eme B 1991 rony nuaepnanjickas xomnanusi 3apeructpupoBania oOpena « WECA», yto
obOo3Hauano cinoBocouetanne «Wireless Fidelity», KoTopelii mepeBOAUTCS  Kak
«OecrpoBoIHAsT TOYHOCTHY. Jl0 HaIIero BpeMEHH JOIuIa apyras adbOpeBuaTypa, KoTopas
SBJISICTCSI TAKOW JK€ TexXHoJoruei. Jto abOpeBmarypa «Wi-Fi». Takoe Ha3Banue ObLIO
JaHO C HAMEKOM Ha CTaHJAapT BbICIIMK 3ByKOBO#l TexHuku Hi-Fi, uro B mepeBoje
03HAYaET «BBICOKASI TOYHOCTDHY.

Jla, OecCIUIaTHBI WHTEPHET-IOCTYNl B Kade, OTelsIX W adporopTax SBJISCTCS
OTJIMYHOM BO3MOXXHOCTBIO BBIXOJIa B WMHTEpHET. HO MHOrME SKCHEpTHI CUYMTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIIOTCS O€30MaCHBIMU.

CoBeTbI 110 0€30MACHOCTH PadoTe B 001IeTOCTYNMHBIX ceTsax Wi-fi:

1. He nepenagaii cBoto nuuHyto nuHpopMaiuio uepes odmenocrynusie Wi-Fi cetu.
Paboras B HuX, *ejaTenbHO HE BBOJUTH NApOJIM JOCTYMA, JOTUHBI U KaKUE-TO HOMEPA;
2. cnionp3yit 1 0OHOBJISI aHTUBUPYCHBIE POrpamMMbl U OpaHaMayep. Tem caMbIM Tbl
o0e3onacuilib cedst OT 3aKaYKU BUpPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3oBanuu Wi-Fi otkimoun pynkuuto «O0muid qoctyn K daitsiaM u
npuHTepam». JlanHas GyHKIKA 3aKPbITA 10 YMOJIYAHHIO, OJJHAKO HEKOTOPbIE
MOJIb30BATENM AKTUBUPYIOT €€ JIJIsl y1I00CTBA UCIIOJIb30BaHUs B paboTe Win yueoe;

4. He ucnonw3yit nyonuunsiidi WI-FI 17151 nepenayum IMYHBIX JaHHBIX, HAIPUMED IS
BBIX0/Ia B COIIMAJIbHBIEC CETH WM B DJIEKTPOHHYIO MOUTY;

5. NUnone3yii Tonpko 3anmmennoe coenunenne yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOU UMEHHO «https://»;

6. B mooumisHOM Tenedone otkimoun GyHkiuio «Iloakmouenne k Wi-Fi
aBTomMaTu4eckn». He momyckail aBTOMaTHYECKOTO MOAKIIOYEHHUS YCTPOMCTBA K ceTsiM Wi-
Fi 6e3 TBOETO cornacusi.

DuUIUHT WIn KpaXa JIMYHbIX JaHHBIX

OObIYHON Kpakel JeHer U JOKYMEHTOB CEroJHs YK€ HHUKOro He yauBufiilb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTUN 3JI0YMBIIIJIEHHUKH NEPEMECTHINCh B HHTEPHET, W
MPOJOHKAIOT 3aHUMAThCS «IIOOUMBIM» JesoM. Tak MosiBUiIach HOBasl yrpo3a: WHTEPHET-
MOIIIEHHUYECTBA WM (PUIIMHT, TJIaBHAsl 1eJb KOTOPOTO COCTOUT B TMOJyYEHUU
KOH(DHICHIIMATBHBIX JaHHBIX TOJIb30BaTENei — JIOTMHOB M mapoieil. Ha anrmuiickom
a3pike phishing uutaercs kak ¢umuHr (ot fishing — poiOHas noBns, password —
1apoJib).



OcHoBHBIE COBeTHI 110 00pbOE ¢ PUIMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI o103peBaeiiib, YTO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXOIMMO 3a0JIOKHPOBATH €€ U COOOIIUTH aIMUHUCTPATOPAM pecypca 00 3TOM Kak
MOHO CKOpe€Ee;

2. Ucnonb3yit 6e3o0macHbie BeO-CailThl, B TOM YHCIIE, UHTEPHET-MAra3uHoOB U MMOMCKOBBIX
CUCTEM,;

3. Mcnonb3yil COKHBIE U pa3Hbie Mapoiau. Takum oOpa3oM, eciid TeOs B3I0MaIOT, TO
3IIOYMBITTUICHHUKH TIOJTIy9aT JOCTYIT TOJIBKO K OJTHOMY TBOEMY IIPO(IITIO B CETH, a HE KO
BCEM;

4. Ecnu Te0st B3OMalld, TO HEOOXOUMO MPEIYNPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
700aBIIeHbI Y TEOS B APY3bsIX, O TOM, UTO T€OS B3JIIOMAIH U, BO3MOXKHO, OT TBOETO UMEHU
OyJIeT pacchlIaThCs CllaM U CChUIKHU Ha (DUIIMHTOBBIE CANUTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN TenedoH;

6. OTKII0UM COXpaHEHHUe MaposIs B Opaysepe;

7. He oTkpsbiBaii ¢aiiibl U Apyrue BIOKEHUS B MMCbMAaX JaKe €CIIM OHM MPUIIITH OT TBOUX
napy3eit. Jlydie yrouHu y HUX, OTIPABIISUIA JIM OHU TeOe 3TH (pailiibl.

DIEKTPOHHBIE ICHBI'H

BJ'IGKTpOHHBIC JCHBIM — OJOTO OYCHb YHO6HBIﬁ CIroco0 HH&TC)KCI?I, OJHAaKoO
CymeCTBYIOT MOIICHHUKH, KOTOPBLIC XOTAT MMOJYYUTh OTH JCHBI'U.

DJIEKTPOHHBIE JIEHBI'W MOSBUJIMCH COBCEM HEIABHO M HMMEHHO M3-32 JTOTO BO
MHOTMX TOCYyAapCTBax J0 CHUX NOp HE MPONMCAHO PO HUX B 3akOHaX. B Poccum xe oHM
(GYHKIMOHUPYIOT U O HUX YK€ MPOMNHCAHO B 3aKOHE, IJI€ MX PA3AEIAI0T Ha HECKOJIBKO
BUJIOB — AHOHMMHBIC M HE aHOHUMHBbIE. PasHuna B TOM, 4TO QHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3peuiaercs MPOBOJUTH OINepaluud 0e3 uACHTU(UKAIMM IOJIb30BaTeNs, a B
HEaHOHUMHBIX UJECHTU(UKAIIMHI TOJIB30BATENS SABIIAETCS 005S3aTENbHOM.

Takxe crnemayer pasznuyarh 3JIEKTPOHHBbIE (UATHBIE JAEHBIU (PaBHbBI T'OCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIEC HE(UATHBIE IEHbIU (HE PaBHBI TOCYIaPCTBEHHBIM BaIIOTaM).

OcHOBHBIC COBETHI M0 0€30MaCHON padoTe € JJIEKTPOHHBIMHM IeHbIAaMH:

1. TlpuBsku K cuery MOOWJIbHBIN TenedoH. DTO camblii yIOOHBIM U OBICTPBHIA CIOCOO
BOCCTAHOBUTH JOCTYN K cyeTy. IIpuBsizanHbli TenepoH MOMOXKET, eciiu 3a0yelib CBOU
IUIATEXKHBIM  TApOJib WM  3alJellb Ha CalWT C  HE3HAKOMOI0  YCTPOWCTBA;
2. Ucnonp3yit ogHopazoBbie naposu. [locie nmepexona Ha yCUIICHHYIO aBTOPHU3AIUIO TeOe
y)Ke He Oylner yrpoxkaTb ONAacHOCTb KpakM WJIM TepexBara IUIATEKHOTO MapoJis;
3. BoiOepu cioxnbii napoib. [IpectynHukaM Oy1eT He TPOCTO yrajaaTh CIOKHBIN Mapob.
HanexHble maponr — 3T0 MapoJiv, KOTOPhIE COAEPkKAT HE MEHEE 8 3HAKOB M BKJIFOYAIOT B
ceOst CTpOYHBbIE M MPOMHUCHBIE OYKBbI, HU(PBI U HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HAaK
noinapa,  (yHTa, BOCKIMIATENbHBIM 3HaKk ®  T.1.  Hampumep,  $tROng!;



4. He BBOOM CBOM JHMYHBIE JIaHHBIE HAa CalTaXx, KOTOPbBIM HE JOBEpSEIb.

MoOuibHBIH TenehoH

CoBpeMenHble cMapThOHBI W TUIAHIIETHI CONEpPKaT B ceOe BIOJHE B3POCIBIMA
(GyHKIMOHAJ, ¥ TENEPh OHM MOTYT KOHKYPHPOBATH CO CTAIIHOHAPHBIMH KOMITBIOTEPAMHU.
OpnHako, CpeJCTB 3alUTHI JIJIsl TTOJIOOHBIX YCTPOMCTB MOKA OY€Hb Majo. TecTupoBaHUe U
MOUCK YS3BUMOCTEH B HUX MPOUCXOJIUT HE TaK MHTEHCHUBHO, Kak mis [IK, To xe camoe
Kacaercs M MOOWIbHBIX mpuioxkeHuil. CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl Yxe
PAKTUYECKU JOTHAJIU HACTOJIbHBIE aHAJIOTH, OJIHAKO pacuIupeHure (yHKIMOHAIA BICUET
32 co00il OOJNBIIYI0 CIOXXKHOCTh W MEHBIIYIO 3allUIIeHHOCTh. Jlaneko He Bce
MIPOU3BOAUTENIN BBIMTYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTUUYECKUE YSI3BUMOCTU IS
CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI I 0€30MaCHOCTH MOOMJIBLHOTO TeJie(poHA:

1. Huuero He siBnsieTcst mo-HacTosALEMY OecruiaTHBIM. byb ocToposkeH, Besib Korna Tede
npeaiaraloT OECIUIaTHBI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KAKHE-TO TIJIaTHbIC YCIIYTH;
2. Qymaii, npexae ueM oTnpaBuTh SMS, ¢hoTo unu Buaeo. Thl TOYHO 3HACIIID, T/I€ OHU
OyIyT B KOHEUHOM UTOTE?

3. HeoOxoammMo OOHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

4. Vlcnonb3yii aHTUBUPYCHBIE TPOTrpaMMBbI JIJIs MOOMITbHBIX TeIE(OHOB;

5. He 3arpy»xaii npuiiokeHust OT HEU3BECTHOIO HCTOYHHKA, BEJIb OHU MOTYT COJIEPKATh
BPEJOHOCHOE MPOrpaMMHOE 00ECIIEUEHHUE;

6. [Tocne Toro Kak Thl BBIAJENIB C CATa, I/1€ BBOAWII JIMUHYIO HHPOPMALMIO, 32111 B
HACTPOWKHU Opay3epa U yaanu cookies;

7. llepnoauuecku NpoBeEPsN KaKUe IUIaTHBIE YCIIYTM aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Bluetooth moimkeH ObITH BBIKIIFOUECH, KOT/Ia Thl UM HE MOJb3yeiibcs. He 3a0piBait mHOT 1A
IIPOBEPSTH 3TO;

9. laBaii cBOM HOMEpP MOOMIHHOTO Tele(hOHA TOJIBKO JIFOJISIM, KOTOPBIX ThI 3HACIITH U KOMY
JOBEPSICIb.



